
Fact Sheet: For Till Merchants Only

Merchant Guide to MOTO
How to reduce your risks with ‘Mail Order Telephone Order’ 
card transactions
Taking a card payment when the card is not present carries the most risk for 
Merchants. There’s the chance of human error, but also the very real risk of fraud by 
unscrupulous individuals. Knowing the facts and educating your staff 
will help minimise the risks – and costs – associated with Chargebacks from 
MOTO transactions.

Other Fact Sheets in these series include:

How to Spot a Fraudster (Instore)

Staying Safe from Fraud  (Accommodation & Hospitality)

Disputes, Definitions and Documents



Of all card transactions, 
MOTO payments carry the 

highest risk of fraudulent activity. 
Why? Because the card is not 

present (and in full view) 
at the point of sale.

Fact 1

As a Merchant, you are 
100% liable for MOTO 

transactions. The onus is 
on you, not the shopper, to 

ensure the information 
is correct.

Fact 2

What causes the problem? 
The risk with MOTO payments is that the person who is making the purchase may 
not be the genuine cardholder and may be using compromised card details. The card 
may have been stolen. Or a fake card has been created. Criminals are always trying 
to stay ahead of the security systems put in place. Unwary Merchants can easily be 
misled and have their generosity taken advantage of – so don’t let that be you.

What happens if you manually enter incorrect card details?
According to the Rules and Regulations set by the Card Schemes (by which Till is 
bound) any card details that have been entered manually but are wrong become 
the responsibility of the Merchant. This means a genuine mistake keying in a digit, 
which can happen when things are busy, or it’s late in the day before closing, is not 
the cardholder’s problem – it falls to the Merchant. Unfortunately, keying in a false 
card number that on the surface appears to be true and correct, but is in fact fake, 
equally puts the burden back onto the Merchant. 
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Adopt Best Practice: 
4 ways to minimise your risk when accepting MOTO 
payments over the phone or email
Till strongly encourages you to take card-present transactions wherever possible. 
If not, please assess your risk appetite for non-present card payments.  
If you’re taking a payment over the phone or via email, please adopt these Best Practices. 
(Note they will help minimise but not necessarily prevent a chargeback):
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1. Phone or Online bookings and payments 
Always obtain the name, surname, email, postal address, and phone number 
of anyone booking or purchasing over the phone or online. Please note that 
the card number, expiry date and CVV are NOT sufficient indication that this 
person is authorised to use the card, nor that they have the physical card on 
them.

2. Phone payments 
Always ask for the name of the Issuing Bank on the card (note, you don’t need 
it, but it may help to catch out potential fraudsters who don’t have the card 
with them). 

3. Collection and Click & Collect: 
Make it a requirement that the purchaser must bring the original card and 
their ID (which will be verified and cross-referenced) to redeem the goods 
or services. If the original card is not present or the names don’t match, you 
must understand that you are 100% liable in case of a Chargeback and must 
be satisfied that the customer is the genuine cardholder before releasing 
the goods or services. Adopt the same procedures if you are shipping to 
someone’s home.

4. Cover yourself
Email any booking confirmations, your T’s & C’s, and your Return-and-Refund 
policy to all purchasers and ask for an acknowledgement email that they 
have received and agree. 


