
Fact Sheet: For Till Merchants Only

How to Spot a Fraudster
Danger signs of common fraudulent behaviour or suspicious activity 
in your store

This fact sheet will help you recognise some of the ploys used by ‘customers’ who are 
out to cheat you. Note that it is not true of all customers, but it is also better to be safe 
than sorry and then suffer the consequence of Chargebacks.

Other Fact Sheets in these series include:

How to Spot a Fraudster (Instore)

Staying Safe from Fraud  (Accommodation & Hospitality)

Disputes, Definitions and Documents



5 ‘Instore scenarios’ that illustrate 
potential danger signs for Merchants
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Danger 
Sign 1

Fraudsters may work in teams of two or more, however they may not enter together 
(to suggest they don’t know each other). Their modus operandi may involve coming 
in shortly before closing time and ‘pressuring’ staff into a quick sale. At the time of 
payment, one individual may attempt to distract you or your staff, while the other will 
take control or manipulate the EFTPOS machine. Best Practice here is to make sure 
you are always in control of your EFTPOS machine, and check that it is in a safe place 
when unattended or not being used.

Some fraudsters have used the line: “It’s a new card and I haven’t received the Pin 
yet” and then asked staff to key in the card digits manually to complete the payment. 
You should never do this. All genuine cardholders will receive their PIN numbers in a 
separate communication and will not purchase without it. Be careful, no matter how 
persuasive and genuine the ‘customer’ sounds, and if in doubt, cite your store policy’s 
Best Practice.

“It’s my partner’s/friend’s/wife’s card.” Whilst this may be true, there is the potential 
that this transaction may be disputed later on down the track – and you’ll cop the 
Chargeback. Don’t fall for this approach. Rather, politely explain your store policy and 
refuse the sale.   

If you are in your store and taking a payment over the phone or via an email, 
remember that the card number, expiry date and CVV are NOT sufficient indication 
that this person is authorised to use the card, nor that they have the physical card on 
them. Card details can be generated online by Fraudsters. And they can sound quite 
friendly and convincing. Instead, just stick to your store policy and insist on following it 
and Best Practice.

The ‘customer’ attempts to make a payment using multiple cards or multiple card 
numbers which decline, until one goes through. This is unusual activity for legitimate 
customers and is often a sign that they probably have multiple numbers at hand and 
keep trying them until they hit one which is still active. Do not allow this to happen and 
instead only take a card-present payment that they can Tap, Swipe or Insert.
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